VICTOR LANCE C.
FIGUEROA

Cybersecurity Engineer | IT Specialist
2 Profile
Motivated and detail-oriented Cyber Engineer and IT Specialist with a

strong background in cybersecurity, network administration, and
systems management. Skilled in protecting digital assets, preventing
data breaches, and implementing secure IT infrastructures. Adept at
troubleshooting, risk assessment, and maintaining operational

&, 0966-678-8401

A victorlancefigueroa@gmail.com efficiency in fast-paced technology environments.
@ www.Z1msanity.edu.ph Work Experience

Department of Information and
Communications Technology
Cybersecurity Intern [ IT Support Specialist

ﬁ Bantug, Munoz, Nueva Ecija 2016 - 2021

Education ¢ Assisted in network monitoring and threat detection using
. . cybersecurity tools.
Bachelor of Science in ¢ Helped design and implement security policies for company
Information Technology systems.
PHINMA - Araullo University e Conducted vulnerability scans and basic penetration tests.
2011-2015 ¢ Provided technical support and troubleshooting for system
users.
e Configured and maintained local area networks and firewall
Master of Science in systems.
Cyber Security
De La Salle University Palo Alto Networks 2021 -
2015-2016 Cyber Security Engineer to date
« Manage and configure next-generation firewalls (NGFW) and
TECHNICAL SKILLS security policies for enterprise clients.
e Monitor and respond to real-time security alerts using Palo Alto
e Cybersecurity Tools: Wireshark, Kali Cortex XDR and SIEM tools.
Linux, Nmap, Metasploit, Nessus e Conduct penetration testing and vulnerability scanning to

identify and mitigate potential threats.

e Networking: LAN/WAN configuration,
e Collaborate with global security teams to deploy Zero Trust

VPN setup, Cisco routing & switching
e Operating Systems: Windows Server,
Linux (Ubuntu, CentOS), macOS
e Programming & Scripting: Python,

architectures and advanced endpoint protection.

e Perform log analysis and incident response to prevent data
breaches and cyberattacks.

e Provide technical documentation and reports on threat trends
PowerShell, Bash and mitigation strategies.

e Security Practices: Firewall
configuration, vulnerability assessment,
penetration testing

e Cloud Platforms: AWS, Microsoft Azure,

Certifications:
« Palo Alto Networks Certified Network Security Administrator (PCNSA)
e CompTIA Security+
e Cisco Certified Network Associate (CCNA)
Google Cloud e Certified Ethical Hacker (CEH)
e Other Tools: VMware, VirtualBox, Git,

Active Directory M References

Jay Clarence Naabus kurl Sagreba
DICT / Super Intendent IT dept. PALOALTO NTS / Senior PCNSA
Phone: 123-456-7890 Phone: 123-456-7890

Email: pogioko@edu.ph Email: hindiakopogi@edu.ph
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